
The three C’s of Online Safety: 

Confidentiality: 

 Help your child to keep their personal information private. This means avoiding using 

full names, phone numbers, home address, school name, sporting team names and 

date of birth. Set their online profiles to the highest privacy settings. 

 Check the security settings on your child’s profile in all the sites they use and ensure 

they are set to private. 

 Play with them in online games or join in their social networking to see what they 

may be sharing online 

 Set up a Google Alert to find anything posted with your child’s name, phone number 

and your home address. 

 Encourage children to never share their passwords and to create passwords that are 

strong 

 Consider dual access on your child's device or phone.  

 Use parental controls and install filtering software to help block unwanted content, 

pop-ups and restrict access to specific content and pages. 

 Install anti-virus and other e-security software to restrict unauthorised access to data 

on your home computer. 

 Activate safety features on web browsers to protect yours and your child’s devices 

and personal information. 

 2.    Contacts 

It is important to regularly talk with your children about who they are ‘friending’ or 

‘following’ online so you understand who they are in contact with.   

Make sure the friends your children communicate with online are people they know in real 

life. 

 “Ask to be a friend or someone who follows them on their social networking sites, if you 

allow them to set up a social networking site like Instagram, that way you can monitor who 

they are connecting with. 

 “Have your child agree to never meet someone offline who they have only met online. An 

online friend can be an offline stranger. 

“And remind your children to respect the personal information of friends, family and others 

and not share photos or information about others without their permission.” 

Contacts: 

 Encourage your children to not accept randoms (people they don’t know offline) as 

friends or followers on their social media or limit what randoms can see through tight 

privacy settings 

  Try to know who your children are communicating with online by only allowing the 

use of their digital devices in shared areas in your home 

 Watch and listen for signs that your children may be having a difficult time online 

such as loud keyboard contact or poor moods when they come offline. 

https://www.esafety.gov.au/education-resources/iparent/staying-safe/protecting-personal-information
https://www.esafety.gov.au/education-resources/iparent/staying-safe/privacy
https://www.esafety.gov.au/esafety-information/games-apps-and-social-networking
https://www.esafety.gov.au/education-resources/iparent/online-safeguards/parental-controls
https://www.esafety.gov.au/education-resources/iparent/online-safeguards/filtering-software
https://www.staysmartonline.gov.au/protect-yourself/doing-things-safely/anti-virus-software
https://www.staysmartonline.gov.au/protect-yourself/do-things-safely/browsing-web-safely


  Encourage your children to block and report anyone who is making them feel 

uncomfortable online. Most online platforms have this function. 

  Help your children to control their privacy settings to limit who can interact with 

them or see the things they decide to share on their digital device 

  Turn of the chat and or multi-player settings on your children’s gaming devices to 

limit their exposure to abusive in-game behaviour 

 Talk to your children about cyberbullying behaviour and actions they can take to get 

help. 

 3.    Content 

Consider content – that is what their children are watching, doing, interacting with, uploading 

and downloading online. 

“Parents need to show interest in what their children are sharing and also learn what content 

they are most interested in and check in regularly with your child to see what they’re 

viewing. 

Only allow devices in areas of the home that can be supervised and that digital devices 

especially ones with cameras should never be used in bedrooms. 

We need to remember that any digital device such as laptops, mobile phones, tablets, gaming 

consoles and other forms of technology can be connected anywhere in your home if you have 

wireless access, even in bedrooms and bathrooms. 

Tips for content: 

 Help your children to know how to respond if they are sent an inappropriate image, 

accidentally come across inappropriate images/comtent or make a mistake with the 

images they share. 

 Help them to practise strategies they can use when they feel uncomfortable with 

something they experience online.  Encourage them to close the site and talk to a 

trusted adult. 

 Ask your children to show you how they can get help in each of the online places they 

like to spend time. 

 Find out how to manage access to adult content and similar services offered by your 

Internet provider and your child‘s mobile phone carrier. This information may be 

available on the provider company's website. 
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